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The objective of the Identity 
Management (IdM) Executive 
Seminars is to provide DOD managers 
and high-level decision makers with an 
appreciation of identity management 
objectives, policies, technologies, and 
procedures.  IdM can be used to 
address and be applied to ongoing and 
emerging challenges required to 
support the recognition of authorized 
personnel and entities, including their 
use of DOD facilities and systems.  
Also, IdM assists in solving the 
problem of creating synonymy 
between unknown entities, which can 
include both people and equipment, 
and possible or known threats.    
The seminars will include material 
that provides a basic overview of IdM 
concepts, policies, legal and ethical 
considerations, technologies and 
operations.  Information and previous 
seminar presentations are posted 
online. 
The Center for Information Systems 
Security Studies and Research (CISR) 
has created the Identity Management 
Education Program (IMEP) to serve 
the DoD and Federal Agencies.  
IMEP consists of: Executive 
Education, Certificate Programs, 
Resident Degrees, and Educational 
Tools for training and awareness. 
 
Through CISR, the National Security 
Agency (NSA) and the Department of 
Homeland Security (DHS) have 
designated NPS as a Center of 
Academic Excellence in Information 
Assurance (IA) Education and in IA 
Research.   
 
CISR is approved to award the 
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Military Scenario: You are the IT Officer of the 
new Joint Strike Center. 
The Identity Management Certificate Program is intended to provide busy government 
professionals a way to continue in their regular jobs while learning details of many facets of 
Identity Management (IdM).  Participants in the six-month program take two courses per 
academic quarter.  Most of the course work is conducted through web-based education that can 
be taken anywhere.  Classes for the first and last week of each quarter are conducted at the Naval 
Postgraduate School.  The Certificate Program commences four times per year; schedules are   
posted online.   Also, associated costs for Certificate Program; which includes tuition, books, 
administrative fees, are listed on the Identity Management website. 
https://imep.nps.edu/certprog.htm 
Certificate Program CyberCIEGE 
The objective of the training and 
awareness component of the Identity 
Management Education Program is to 
convey key ideas regarding the purpose 
and use of Identity Management 
techniques to the general DOD 
population. 
CyberCIEGE is a teaching tool in the 
guise of a video game.  CyberCIEGE  
has game scenarios, movies, and 
encyclopedia entries focused on 
Identity Management concepts, 
technologies, and their practical 
application.  CyberCIEGE allows 
players to understand the information 
assurance consequences of identity 
management technology decisions.  By 
using the game to teach these concepts, 
personnel have fun while learning. 
CyberCIEGE is available at no cost to 




•!Integrating theory with practice 
to assist in leveraging identity for 
competitive advantage in 
operational environments. The 
focus is on the design 
architecture for integrated 
systems which will allow for the 
collection, analysis, storage, and 
dissemination of  information 
related to the identity of  a 
person. 
•!This course covers a broad range 
of  topics related to the 
standards, protocols, technology, 
and management infrastructure 
necessary to field an enterprise 
level IdM solution. Lecture and 
reading assignments span the 
gamut of  IdM issues; from low-
level authentication protocol 
mechanics, to high-level identity 
federation initiatives. 
•!The major biometric approaches 
(e.g., fingerprints, irises, etc.) are 
covered in detail with respect to 
acquisition of  biometric data, 
matching techniques, anti-
spoofing techniques, and current 
standards. The uses and 
limitations of  biometrics are 
covered, as well as some of  the 
legal, ethical, and privacy 
concerns of  maintaining and 
using biometric data. 
•!The focus is to give a 
background on the approaches 
to the verification of  personal 
identity and the implications in 
a digital environment. Emphasis 
on the laws, ethics, and moral 
implications of  the             
collection, analysis,              
storage, &  dissemination               
of  personal data. 
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